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	Reason for change:
	As described in the discussion paper S3-234551, the proposal is intended to solve the lack of automation in the deployment of additional required Root CA certificates in BTSs, and also addresses the security issues in the use of extraCerts field for transporting Root CA certificates.

	
	

	Summary of change:
	The change consists of two proposals to update the CMPv2 profile for BTS defined in clause 9 of TS 33.310. 1) To extend the usage of ‘extraCerts’ field to transport Root CA certificates, including the support of CMP over TLS. 2) To use ‘caPubs’ as an secure alternative to transport self-signed root CA certificates.   
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* * * First Change * * * *
[bookmark: _Toc532211245][bookmark: _Toc44943959][bookmark: _Toc145338629]9.5.4.3	Initialization Response
The Initialization Response as specified in [4] shall contain exactly one generated base station certificate, i.e. the size of the sequence for CertResponse shall be 1 in all cases.
The following profile shall be applied to the CertRepMessage field and its sub-fields:
-	The generated certificate shall be transferred to the base station in the certifiedKeyPair field of the CertResponse field. The transfer shall not be encrypted (i.e. the certificate field in CertorEncCert shall be mandatory).
The extraCerts field of the PKIMessage carrying the initialization response shall be mandatory and shall contain the operator root certificate and the RA/CA certificate (or certificates if separate private keys are used for signing of certificates and CMP messages). If the RA/CA certificate(s) are not signed by the operator root CA, also the intermediate certificates for the chain(s) up to the operator root certificate shall be included in the extraCerts field. If additional (self-signed) Root CA certificates are required, they shall be carried in the extraCerts field or caPubs field of the PKIMessage. Since extraCerts field is not under CMP message integrity protection, CMP over TLS should be used as a security transport mechanism. Since CMP already supports integrity protection for caPubs field, the use of security transport mechanisms is optional.  
* * * End of First Change * * * *


